Abstract
Introduction
Financial audits are an important control mechanism to ensure the reliability of published financial information. Companies use information systems to improve and automate their business operations. These systems create large amounts of data which also serve as an important source to prepare an entity's financial statements. This data shows characteristics of Big Data due to its volume and speed of accumulation.
Auditors are in charge to assure that a company's financial statements provide a fair and true view of its financial situation and performance. Auditing standards issued by national and international bodies such as the International Auditing and Assurance Standards Board (IAASB), the Public Company Accounting Oversight Board (PCAOB) or the Institut der Wirtschaftsprüfer (IDW) define how financial audits have to be conducted. International and national auditing standards require the 1 Materiality is a key concept in financial audits. It is defined in ISA 320 as follows: "Misstatements, including omissions, are considered to be material if they, individually or in the application of a risk based audit approach that encompasses the inspection of relevant business processes that affect the financial accounts, related internal controls and information systems [1] .
Auditors struggle to carry out financial statements audits because of the ongoing integration of information systems for the operation of business processes and the growing amount of processed data. Process mining is a relatively new data analysis technique which uses event data as input that is recorded in operational information systems to create business process models as output [2] . Process mining can be used in financial statement audits to create reliable business process models very effectively and efficiently. This automates audit procedures which have traditional been carried out manually. Process Mining is able to deal with large input data sets from various source systems [3] which exhibit characteristics of Big Data [4] . However, empirical studies show that applying process mining techniques lead to hundreds of different process variants that have to be taken into account by an auditor [5] , [6] . It therefore remains unclear if auditors will be able to use the techniques in real world scenarios due to the volume and complexity of the mining results.
This study deals with the question of how data generated by using process mining techniques can be aggregated to provide a comprehensive overview of an audited entity and how it can be used to guide further audit procedures.
Dealing with complex process mining results is not idiosyncratic to the application domain of financial audits. van der Aalst introduced the idea of process maps [2] that aggregate mined data and enable the data analyst to display different information and different levels of detail. He refers to cartography and navigation software such as Google Maps that provide such functionality. This study follows a similar idea and introduces materiality 1 process maps and materiality heat maps as novel data visualization approaches in the context of process mining for financial audits. The corresponding models provide a comprehensive overview about audit relevant information. They show in aggregate which business aggregate, could reasonably be expected to influence the economic decisions of users taken on the basis of the financial statements." [7, Para. 2] .
processes do exist in an organization, how they relate to the financial accounts and which of the analyzed processes should be considered for further inspection from a materiality perspective.
The research presented in this study follows a design science research approach (DSR) [8] - [10] . The main artefacts presented in this study are two novel types of data visualization for process mining results in the context of financial audits. The evaluation aspect is incorporated by using examples to illustrate the different model types. Data from a SAP IDES training system was used to mine and create the different models. The models were generated by using an implementation of the Multilevel Process Mining (MLPM) algorithm [6] .
The next section describes the study's methodology. It follows a description of the analysis results in section three which provide the foundation for the development of the main artefacts that are presented in section four. The study closes with a conclusion and outlook to future research.
Methodology
DSR is commonly carried out in iterative cycles [9] covering different phases [11] , [12] . This study is exploratory in nature and primarily addresses the analysis and design phase of a specific research iteration with using test data for evaluation purposes as a proof of concept. It complements published research work from prior iterations of related research on process mining for financial audits [13] - [15] .
The analysis was carried out by reviewing related scientific publications and relevant International Standards on Auditing (ISA). The primary research methods for the design of the presented solutions were method engineering, prototyping and computational experiment. Method engineering [16] is commonly used in information systems science for the systematic design of methods [17] . A method in this context consists of different parts (method fragments) that can be combined and reused [18] . A new method can be engineered by recombining existing method fragments or by developing completely new method fragments. Several method fragments served as input for this study. It relies on the MLPM algorithm [6] . It was chosen because it is able to deal with specific characteristics observed in the source data, maintains the data perspective and is capable to analyze the totality of recorded events in an ERP system. The results of the MLPM for a given event log is a set of process models. The mined models are represented on the technical level as Coloured Petri Nets (CPN) [19] due to the mathematical robustness of this modelling 2 These systems are available to universities that participate in the SAP University Alliances program [22] . The SAP language and the ability to simulate the execution of mined models. For graphical representation in this study the Petri Net models were transformed into Financial Business Process Modelling Notation (FBPMN) [20] . It makes it possible to explicitly represent data objects that are relevant for accounting and auditing.
Figure 1 Experimental Setup
The different segments were implemented in a software prototype. Prototyping is traditionally used in software engineering [21] . It focuses on the development of a software artefact that implements the intended core functionality in iterative cycles. Prototyping was used as a research method to develop a software artefact that can be used to assess the effectiveness of the designed methods. The evaluation was carried out by conducting computational experiments. The setup of the experiment is shown in Figure 1 . The data was extracted from a SAP IDES training system 2 and transformed into an event log. The extracted data included the tables BKPF and BSEG. BKPF stores the data of recorded journal entries, BSEG of recorded journal entry items. The source data consists of 115,060 journal entries and 419,106 journal entry items. The event log served as input for the MLPM algorithm that produced a set of process models. The MLPM mined 81,418 process instances that belong to 362 different business processes. These 362 served as the input for the computation of materiality process and heat maps. The mining of the process models from the SAP IDES test data set and the calculation of the materiality maps took two and a half minutes on a MacBook Pro with 16 GB of RAM and 2,8 GHz Intel Core i5 CPU. The yEd graph editor [23] was used to visualize process models whereas the gnuplot software [24] was used as a plotting software to produce the different maps.
The next section continues with the description of relevant literature related to this study as well as necessary background information on selected fundamental aspects related to financial audits, business processes and process mining which serve as a foundation for the subsequent sections.
Background

Related Literature
IDES test data set was used to enable other researchers to reproduce the presented results. Of particular interest for this study is the literature related to process mining and financial audits. Process mining is a specific data analysis technique that uses recorded event log data to provide information about business processes. Process mining algorithms produce models by analyzing the available source event logs. Related research first emerged in the context of software engineering. It has matured significantly in the past decades with the development of powerful heuristic, fuzzy and genetic mining algorithms. The Process Mining Manifesto [3] provides a comprehensive overview of contemporary challenges in process mining. An overview of basic and advanced concepts on process mining can be found in [2] .
Process mining can potentially be used in the context of financial audits to create reliable process models for audit purposes effectively and efficiently. Process mining is primarily used for the purpose of process discovery, conformance checking and process enhancement [3] . It has been applied in scientific studies to a variety of different application domains. The application domains range from the healthcare and IT sectors to the textile, shipping and manufacturing industry. Scholars have also applied process mining for the purpose of internal auditing [25] and general data mining techniques on journal entry data for auditing [26] and internal fraud detection purposes [27] .
A fundamental challenge in process mining is the creation of useful process models. Mined process models are often too complex for simple interpretation and analysis. Extremely complex process models are referred to as spaghetti processes in the process mining community due to their graphical characteristics of intertwined arcs in the respective process models [28] . Complexity reduction of process models has been addressed by scholars following different approaches. Advanced mining algorithms such as the Fuzzy Miner [29] provide functionality to abstract from infrequent events and execution paths and are able to deliver less complex process models. However, infrequent behavior might indeed be relevant for compliance and conformance checking purposes [30] . Their omission in the process model might lead to process models that are of little use, especially in the context of financial audits. Other scholars suggest abstraction methods such as aggregation and reduction to decrease the complexity in process models [31] .
This study deals with the complexity reduction for a set of different process models. Several publications deal with process repositories [32] and different related aspects such as similarity search [33] and clone detection [34] or clustering [35] . Melcher and Sees [36] discuss the concept of using heat maps for representing a process repository, but we are not aware of any publications that deal with process repository visualization for the purpose of financial audits.
Financial Audits and Business Processes
Business processes and related internal controls play an essential part in contemporary risk-based approaches to audit financial statements [1] . A business process is a set of connected activities that in combination realize a specific business goal [37] . Auditing business processes requires that the auditor has a sufficient understanding of the relationship between business activities, financial accounts and internal controls (Müller-Wickop et al. 2013). External auditors use process models to gain an understanding of the audited business processes, to identify incomplete, inaccurate, invalid or unauthorized transaction processing and to assess the design effectiveness of internal controls. These process models are usually created using traditional audit procedures like interviews and inspections of available documents. Process models and textual descriptions in current audit practices are prepared manually by using simple general purpose modelling tools such as Microsoft Visio, PowerPoint or Word. These procedures are highly time-consuming and error-prone. They become inefficient or even ineffective when the level of process automation and the volume of processed data increase. Contact persons from the audited entity traditionally serve as an important information source to gain information via interviews about relevant business processes. If these are operated automatically without any or with just limited human interaction the contact persons may not possess the necessary process knowledge anymore and performed interviews might provide little if any reliable information. The high volume of transactions in modern companies makes manual investigations of randomly selected samples very inefficient.
Process mining techniques can be used to automatically create models in different stages of the audit process. Figure 2 illustrates the main phases of a financial audit. The auditor first has to gain an understanding of the audited entity and its environment in order to identify risks of material misstatements at the financial statement and assertion level [1] . It follows the actual test of controls and substantive audit procedures as responses to identified risks [39] . An audit finishes with forming and communicating an audit opinion [40] . The audit planning itself is perceived as an ongoing iterative activity which continues throughout the complete audit [41] .
Figure 2 Financial Statement Audit Process
Process models are particularly relevant in the phases of understanding the entity, risk assessment and responses to assessed risks. In order to understand an entity the auditor has to gain information about the entity's internal control, relevant information systems and business processes. Process mining enables the auditor to receive information about which business processes do exist in an entity and how these relate to the financial accounts. During the risk assessment phase this information helps the auditor to decide the nature, timing and extent of testing. If transactions are processed, for example, by well-structured processes, test of controls are likely to be effective, whereas the opposite is the case if these transactions are processed by poorly structured and fragmented processes. During the response phase to assessed risks mined process models provide reliable information about the structure of audited business processes and potentially embedded internal controls. This can serve as reliable information to identify which internal controls have to be tested to gain the required audit evidence. It also helps to guide and determine the nature, timing and extent of further substantive audit procedures. Process mining makes it possible to identify potential high risk transactions that have caused high posting volumes and to detect outliers which represent deviations from standard procedures and therefore usually exhibit a higher audit risk. These can be inspected via targeted tests of details.
This study focuses on supporting an auditor during the collection of relevant data to understand the audited entity and its environment as well as the identification and assessing the risk of material misstatement. The following section shows how results from applied process mining techniques can be aggregated to provide the auditor an overview of relevant business processes, how they relate to financial accounts and if they are signifi- 3 The MLPM produces Coloured Petri Nets (CPN) models [19] . The CPN models were manually transformed into cant from a materiality perspective. This allows the auditors to identify high risk processes and to allocate audit resources effectively. The next section describes the necessary procedures to produce materiality process and heat maps with an illustration of how these models can be integrated into the overall audit process.
Data Visualization
Process mining algorithms are able to produce process models based on a given event log. The MLPM maintains the data perspective when mining process models. This means that the data values related to recorded events are maintained. In the context of financial audits relevant data objects are the postings in the financial accounts. Figure 3 shows a typical process model mined by the MLPM for the SAP IDES test data set represented as a FBPMN model. 3 The FBPMN notation extension [42] uses specific symbols for modelling financial accounts and account entries. It provides information on the activities that were executed, involved financial accounts and posted values. The grey rectangles represent activities that were executed in the process. The BPMN group symbols (dotted colorless rectangles) represent the involved financial accounts. They consist of the account name and number at the top, the account symbol and credit or debit postings. These posting are modelled as BPMN data objects (paper symbols). The color of each of these objects signifies if it is a debit or credit posting on a balance sheet (blue and yellow) or profit and loss account (red and green). The dotted single-headed arrows leading from an activity to a posting denote that the corresponding activity posted a journal entry item to the connected account. The dotted doubleheaded arrows denote that an entry item was cleared in the respective account by the connected activity. The value of the posted or cleared item is displayed as an inscription for the corresponding data object.
The model represents a simple purchase process that consists of three activities Post Received Goods, Post Received Invoices and Post Payment. It starts with activity Post Received Goods. This executed activity created debit postings in the account Raw Materials with the aggregated amount of 289,911.68 € and debit postings on the Goods Received / Invoices Received accounts with the same amount. It follows the activity Post Received Invoices. The activity Post Payment is the last activity which is carried out in this process. The model represents 24 process instances, hence 24 identical executions of the same business process.
FBPMN models for illustration purposes in this study. The original CPN model is available in Appendix A
Figure 3 Example Process Model
The MLPM algorithm produced 362 process models of the type shown in Figure 3 for the complete SAP IDES test data set. The question now arises of how an auditor can use the mined models for a financial audit without suffering from information overflow. Inspecting each individual process model seems to be time-consuming and inefficient.
During a financial audit an auditor intends to assess if the financial statements are free of material misstatements. Auditors only need to consider those business processes that have a material effect on the financial accounts. All processes that are not material can be neglected. If the mined process models provide information about the effect on the financial accounts this information can be used to visualize those that are material.
This prerequisite is given for the model shown in 
1) -is a finite set of transitions 2)
. is a finite set of places 3) / ∈ . × -∪ -× . is a set of directed arcs 4) 3 is a set of non-empty color sets 5) 4 is a finite set of typed variables such that Type[6] ∈ 3 for all variables 6 ∈ 4 6) 9: . → < is a color set function that assigns a color set to each place 7) =: -→ >?. 4 is a guard function that assigns a guard to each transition ! such that 4 is an arc expression function that assigns an arc expression to each arc ) such that -"#$ [>())] = 9(#) +, , where # is the place connected to the arc ). 9) -: . → >?. ∅ is an initialization function that assigns an initialization expression to each place # such that -"#$ [-(#)] = 9(#) +,
Listing 1 Coloured Petri Net Specification
Places can be modelled as control places (CP) that determine the control flow in a model or they can represent financial accounts (AP). Arcs can be modelled as control arcs (CA), posting arcs (PA) or clearing arcs (CLA). Arc inscriptions are modelled as constants with ' = {}. The color set function assigns different color sets to places depending if they belong to the group of control or account places. Guards are not necessary as these types of model do not model dynamic behavior of transitions that depends on specific input but illustrate the processing of already executed processes. Hence )(1) = 1234 ∀ 1 ∈ ". The arc expression function assigns to each posting and clearing arc a set of constants that denote the posted or cleared value, the account number, account type and an indicator if it is a credit or debit posting. For each control flow arc the number of execution times is assigned indicating how often this path was discovered in the process model. The process model shown in Figure 3 can be expressed using the above CPN specification as shown in Listing 2. 
Listing 3 Procedures for Calculating Posting Volumes per Account
The result of this procedure for the example process shown in Figure 3 is illustrated in Table 1 . This data can now be used to create a matrix which contains the accounts and posting volumes of all mined processes. The pseudocode shown in Listing 4 describes the necessary procedures.
The result of the operations described in Listing 3 and Listing 4 is a matrix where each row represents a particular process and each column a separate financial account. 
Listing 4 Procedures for Calculating a Materiality Matrix
Such a matrix can be graphically represented by using suitable plotting programs. Figure 4 shows an example of a visual representation by using the plotting program gnuplot. It refers to a different set of five simple process models that have been mined from the SAP IDES test data. The script for executing the plotting is available in Appendix B. Figure 4 shows a materiality process map. It is called a materiality process map because it shows the different financial processes and indicates if these have created material postings in related financial accounts. The different financial accounts are shown on the abscissa, the different process models on the applicate and the posted amount on the ordinate. The model shows the five different processes and 19 different financial accounts. This type of diagram visualizes the aggregate effect of the different processes on the financial accounts. The color scheme visualizes the magnitude of recorded postings. Figure 5 shows the result for the same set of processes if the three-dimensional materiality process map is transformed into a two-dimensional materiality heat map. It illustrates that a single process (#3) in the analyzed process repository created the most significant postings on four different accounts (#7, #8, #15, and #16).
Figure 4 Example Materiality Process Map
Figure 5 Example Materiality Heat Map
The different diagrams visualize the combined effect of five different processes on the related financial accounts. The implications of the suggested visualizations become more insightful if the procedures are applied to a larger data set. Figure 6 shows the materiality process map for a subset of processes from the SAP IDES System. The map represents those processes that were not Page 1050 considered as being trivial 4 . For illustration purposes just those processes were chosen where the aggregated posting volume was above 1 million Euro. 5 The materiality process map shows 82 processes that met these specifications. They caused postings in 188 different accounts. It can be seen that just a few processes created very large postings in relatively few accounts which are visualized as steep peaks. Figure 7 shows the corresponding materiality heat map. It illustrates that accounts 0 to 68 are comparatively hot whereas accounts 69 to 187 are cool with the exception of accounts 160 and 162.
Figure 6 Materiality Process Map for IDES Test Data Set
The gained information displayed in Figure 6 and Figure 7 helps the auditor to understand the entity and its environment, to identify and assess the risks of material misstatements as well as to determine the nature, timing and extent of further audit procedures.
Figure 7 Materiality Heat Map for IDES Test
Data Set Figure 6 shows the auditor the overall number of identified processes and accounts. It reveals that the processes in the audited entity are very heterogeneous. A few create extremely large amounts of postings to the financial accounts whereas others create just relatively 4 Process models are considered as being trivial if they just consist of a single process activity. Trivial processes do not represent the execution of business processes but the execution of atomic activities. Although important from an overall audit perspective such transactions can be neglected from a process perspective. small amounts. The same is the case for the financial accounts, just a few show very high overall posting volumes. From an audit perspective it can be assumed that especially those processes contribute to a risk of material misstatement that have created large posting amounts. 6 These are those processes that are shown as hot spots in Figure 7 (processes #2, #3, #4, #10, #20, #32, #41, and #78). As a response an auditor could dedicate audit resources to test the related internal controls which govern the identified material processes. Transactions belonging to other processes could be tested via using analytical procedures or sampled test of details.
Currently the information shown in Figure 6 and Figure 7 is not available to auditors at all. Auditors usually have no sophisticated knowledge about which processes do exist in an audited entity and how they relate to the financial accounts. They have to rely on their experience or potentially incomplete and unreliable information gathered though time-intensive interviews. The procedures described in this study allows the auditor to get insights into information which can be gained by automated analysis procedures and that enables them to plan adequate audit procedures and to allocate audit resources effectively. It can be assumed that the gained information greatly increases the auditor's ability to direct audit resources to those processes that exhibit the highest audit risk.
This study focusses on the results from empirical studies which showed that process mining algorithms used for external auditing purposes produced comparatively large sets of mined process models [5] , [6] . This is the case because auditors are interested in deviations from standard procedures to identify potential compliance violations. Other mining algorithms abstract from individual process variants (e.g. [29] ) and produce models that represent several variances in a single model but at the cost of potentially imprecise and unfitting models [44] . Future research might look into alternatives of aggregating process models into less variants using procedures which are suitable for the application domain. Other aspects could include investigations of how temporal aspects can be included and how to annotate CPNs accordingly during the modelling process.
Conclusion
Financial audits are an important safeguard to prevent the distribution of false or misleading information which could detrimentally influence the decisions made by stakeholders in a society. The increasing integration of computer technology for the processing of business transactions and the growing amount of financially relevant data in organizations create new challenges for external auditors. Traditional manual audit procedures like inquiries and the inspection of sampled evidence documents become inefficient and eventually ineffective with the increase of automated transaction processing.
The availability of digital data opens up new opportunities for innovative audit procedures. Process mining is a novel Big Data analysis technique that potentially can help auditors in this context. Process mining algorithms produce process models as graphical representations by analyzing potentially extreme large event log data extracted from the source information systems used by the audited entity which commonly exhibit characteristics of Big Data due to its volume and speed of accumulation.
A challenge for using process mining is the representation of analyzed data. Empirical studies indicate that applying process mining techniques lead up to hundreds of different process models which cannot be inspected efficiently by manual observation. This study deals with the question of how data generated by using process mining techniques can be aggregated to provide a comprehensive overview of an audited entity and how it can be used to guide further audit procedures. It introduces a new approach to visualize process mining results for financial audits in an aggregate manner as materiality process and heat maps. Materiality is a fundamental concept in financial audits. Just those processes have to be considered by the auditor which have a material effect on the financial accounts. Materiality process and heat maps provide an overview about the processes identified in an organization and indicate which business processes should be considered for further audit purposes due to their impact on the financial accounts. They reduce an auditor's information overload and help to improve decisions making in the audit process. Material processes can be easily identified and audit resources allocated accordingly. It can be assumed that the application of suggested solutions significantly improves decision making processes in financial audits related to the extent, nature and timing of further audit procedures.
This study focuses on the technical aspects to create the introduced models and relies on a comparatively small test data event log to demonstrate its applicability. The extension to real data sets, integration of additional examples and evaluation of the desired effects in real world audits is intended to be covered by future research.
A limitation of this study is the fact that the presented procedures rely on a specific mining algorithm which uses CPN as the output modelling language. The majority of mining algorithms use Petri Nets as the representational modelling language [45] , but it is unclear if other mining algorithms also provide the necessary data relationships between process activities and financial accounts. To date it remains unknown if the presented procedures also work for models produced by other mining algorithms.
